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SOCIAL ENGINEERING
CERTIFICATION
As per International Standards
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1 Day Interactive Instructor –led Online/Classroom or Group Training

Unichrone Training Advantages

Course study materials designed by subject matter experts

Mock Tests to prepare in a best way

Highly qualified, expert & accredited  trainers with vast experience

Enrich with Industry best practices and case studies and present trends

Social Engineering Training Course adhered with International Standards

End-to-end support via phone, mail, and chat

Convenient Weekday/weekend Social Engineering Training Course 
schedule
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We are a professional training institute with an extensive portfolio 
of professional certification courses. Our training programs are 
meant for those who  want to expand their horizons by acquiring 
professional certifications across the spectrum. We train small- 
and medium-sized organizations all around  the world, including 
in USA, Canada, Australia, UK, Ireland and Germany.

About Unichrone

Guaranteed Quality Handpicked Trainers

Global Presence Online Training Option
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Social Engineering Certification is a commitment to cybersecurity, which validates an individual’s 
competence in recognizing, preventing and mitigating social engineering attacks. Attaining 
unauthorized access to an organization’s sensitive information is sophisticated and increasingly 
common. Certified professionals are well-equipped to diminish the risk of successful Social Engineering 
attacks protect confidential data and safeguard the integrity of organizational systems. The 
certification helps organizations to comply with regulatory requirements and market demands.

Social Engineering Training involves imparting knowledge and skills to subject with a view to enabling 
an individual’s identity and refraining from falling prey to social engineering tricks. Vulnerable 
individuals relate to such issues as reasons behind people’s behaviors, frequent types of social 
engineering, and examples of attacks. Candidates learn how to assess risks, how to observe various 
activities around the clock, and how to report them to management and law enforcement agencies.

Importance of Social Engineering Training 
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Aspirants need not meet any requirements to pursue Social Engineering Training Course. However, having 
prior knowledge is beneficial. 

ELIGIBILITY CRITERIA

Any individual who wants to gain skills to understand Social Engineering can enroll in the Social Engineering 
Training course.

WHO SHOULD ATTEND
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Syllabus of Social Engineering Training 

Lesson 01 – Introduction to Social Engineering

1. Introduction

2. How Social Engineering Works?

Lesson 02 – Social Engineering Types

1. Email

2. Telephone

3. Baiting

4. Fax

5. Pretexting
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Syllabus of Social Engineering Training 

Lesson 03 – Influencing Techniques

1. Reciprocation

2. Obligation

3. Concession

4. Scarcity

5. Authority

6. Commitment and Consistency

7. Liking

8. Consensus or Social Proof

Lesson 04 – Overview of Elicitation

1. Flattery

2. False Statements

3. Artificial Ignorance

4. Sounding Board

5. Bracketing
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Syllabus of Social Engineering Training 

Lesson 06 – Information Gathering

1. Introduction

2. How to Gather Information?

3. Dradis Framework

4. Sources of Information

Lesson 05 – Basics of Pretexting

1. Overview

2. Research and Planning

3. Body Language
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Syllabus of Social Engineering Training 

Lesson 07 – Computer-Based and Physical Tools

1. Kali Linux

2. Social Engineering Toolkit (SET)

3. Metasploit Framework

4. Maltego

5. Cameras

6. GPS Trackers

7. Lock Picking

8. Phone
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Examination Format

Exam Name Social Engineering Exam

Exam Format Multiple Choice

Total Questions & Duration 30 Questions, 1 Hour

Passing Score Minimum passing score of 70%

Exam Cost Included in training fee

To get you fully prepared with the knowledge and skills for Social Engineering, a training session at Unichrone gives 
immense importance to mock questions at the end of every module and problem-solving exercises within the session. 

Prepared by certified faculty, the practice tests are a true simulation of the Social Engineering exam.

Exam Format of Social Engineering Certification



support@unichrone.com

Contact Us
https://unichrone.com/
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